
MasterZone is the SELEX Sistemi Integrati solution 
for situational awareness and early warning based 
on unattended ground sensors technology. It supports 
Force Protection Requirements and Civil Security needs, 
through the surveillance of target areas and the detection 
of hazards in different operational scenarios.

to ensure easy mass deployment, extended mission 
life and hand portability. Sensor nodes can be deployed 
in large quantity to cover a wide area and can routinely 
collect and report field information to command posts 
and personnel. MasterZone can be applied to a several  
applications, by answering crucial security, control, long 
term monitoring and surveillance needs, with an advanced 
solution that reduces system complexity and costs. 
MasterZone applications include battlefield and force 
protection, Critical Infrastructure Protection (airports  
and runways, industrial sites, utilities), access and border 
control, illegal activities monitoring.

Predictable results
for unpredictable threats

MASTERZONE

The need of situational awareness demands for advanced 
solutions in support to surveillance and reconnaissance, 
to build up the Common Operational Picture (COP) 
for decision makers. This objective is currently achieved  
by deploying personnel and expensive, sophisticated 
platforms. These deployments are risky, particularly 
for personnel and expensive in terms of maintenance cost. 
In order to mitigate mission risks and increase surveillance 
capability, SELEX Sistemi Integrati has developed  
MasterZone, a monitoring system based on unattended 
sensor technology.

THE SOLUTION
MasterZone is an advanced solution that meets the need 
of low-cost, low-power consumption and miniature sensors



Designed to operate both in open terrain and urban areas 
for  critical targets detection and classification, MasterZone 
includes the following main functions:
•	 detection of alerts by the sensors, e.g. movements, 		
	 sounds, magnetic fields variations, terrain vibrations
•	 data fusion activity and event generation performed 		
	 by the “cluster head”, after receiving the different 		
	 warnings from the network
•	 visualization of different alerts on the Monitoring  
	 Station, including geo-referentiation of the threat 
	 occurred, sensing capabilities and the most likely 		
	 threat classification.
Together with early warning, the data fusion activity 
provides a support to decision makers to discriminate 
people, tracked and wheeled vehicles, as well as any 
environmental perturbation.

THE SOLUTION
The standard complete solution includes a network 
of short-range detection sensors and a Central Monitoring 
Station for network monitoring and control. Network 
sensing capabilities include: seismic, infra-red radiations, 
perturbations of magnetic fields, temperature, pressure, 
acoustics. The solution can also integrate other types 
of sensors with additional sensing capabilities like gas, 
chemical or nuclear waste detectors. The modular sensor 
node consists of a CPU, a Communication Board 
implementing the communication network, and a Sensor 
Board to be configured in order to host one or more 
sensing capabilities, according to the context. 
Within the network, the short range sensor nodes interact 
each other to generate an ad-hoc wireless network. 
They are able to automatically aggregate into clusters 
(short-range communication), and groups of clusters into 
a network (long-range communication). Within each cluster, 
a “cluster head” is elected and is responsible of the data 
fusion activity. Neighbour nodes are used as routers to convey 
data and information to the Central Monitoring Station.
The Monitoring Station performs data acquisition from 
the network, as well as data processing and display 
of detected events, alarms and threat evaluation by  
means of a 2D/3D GIS interface.

OPERATIONAL HIGHLIGHTS
The sensor nodes configuration for operational awareness 
is based on the following detectors:
•	 seismic (geophones), to identify ground vibrations 		
	 caused by pedestrians or vehicles
•	 magnetic, to monitor movements of metal objects like 	
	 vehicles
•	 acoustic, to detect targets by specific audio signatures 	
	 (noise of engines, tracks, etc.) 
•	 passive infrared (PIR), to detect movements 
	 of objects in a narrow field of view
•	 GPS receivers for network geo-positioning.

MasterZone is available in two configurations, to fit  
different application requirements:
•	 box: a 5 cm square configuration, making the sensor 		
	 nodes suitable for civil security applications, where 		
	 deployment can be done manually
•	 tetrahedral: a 10 cm, or even less, four legs 
	 configuration, allowing the sensor nodes drop from 		
	 aircraft, drones or vehicles in hostile or green areas.

KEY FEATURES
MasterZone brings valuable benefits to a wide range 
of dual-use applications:
• 	 Ease of portability and deployability: sensor nodes 		
	 can be disseminated on the ground without 
	 any specific manual intervention.
• 	 Flexibility: MasterZone can operate in  a wide range 
	 of operational contexts demanding for enhanced 
	 protection and situational awareness.
• 	 Scalability: the open architecture and the  sensor 		
	 networks enable different sizes of solutions.
• 	 Ease of integration: MasterZone can operate both 
	 as a standalone solution and with other applications 
	 for surveillance and reconnaissance (e.g. CCTV, 		
	 Video, UAVs). 
• 	 Reliability: integrated data fusion algorithms 
	 elaboration avoid false alarms from sensors.
• 	 Robustness: The fault-tolerant configuration 
	 guarantees service continuity.
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